
L’evoluzione della Business Continuity 

Corrado Zana 
Genoa - November 23rd, 2016 



MARSH RISK CONSULTING 

Business Resilience 
MRC Approach 

Resilience is the ability of 
an organization to  
anticipate, prepare for, and 
respond and adapt to 
incremental change and 
sudden disruptions in order 
to survive and prosper 

 (BSI standard BS65000-2014).  
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Introduction 
Crisis Management Program cornerstones 
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Main goals 

A Crisis Management Program is ultimately 

designed to reach three main goals: 

 

• Assure an effective decision making 

process in case of crisis 

 

• Manage expectations of all stakeholders 

 

• Communicate properly 

Framework 

• A crisis, according to the standard 

BS11200, can be defined as "an abnormal 

and unstable situation that threatens the 

organization's strategic objectives, 

reputation or viability"  

 

• These situations and their potential impact 

on the organization must be properly 

classified, in order to structure appropriate 

procedures for crisis management, whose 

ultimate goal is to minimize the impact. 
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The Crisis Management program should be fully interconnected with Emergency Response. Incidents 

have to be properly and timely managed by relevant functions (such as IT, facility, Safety,..) and escalated 

to the Crisis Manager if needed. 

At the same time, the Crisis Management team should be able to activate Business Continuity / Recovery 

Plans if applicable. 

It is assumed that certain scenarios could require just the invocation of the Crisis Management team, being 

Emergency  Management and Recovery plans not applicable. 

Incident escalation to Crisis Manager, 

invocation of the Crisis Management plan, 

declaration of Crisis status, and situation 

closing should be properly defined. 

It is assumed that Crisis Management is 

managed centrally, on the contrary 

Incident/Emergency management could be 

controlled locally. 

Once initiated, Crisis Management could 

continue with a variable intensity of activity 

for a longer period of time, if compared  

with Emergency and Recovery plan. 

Introduction 
Crisis Management framework 
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Scope of Crisis Management Programs could be 

differently interpreted and defined. However, the 

ultimate goal should be the resilience of the 

organization. As a matter of fact the majority of Crisis 

Management Programs are designed to coordinate 

the organization response in case of major operational 

disasters and security events such as: 

• Loss of premises 

• Security accidents 

• Severe IT outages  

• Cyber attacks and Data Breaches 

• Environmental accidents 

Moreover, certain scenarios could be included taking 

in consideration the industry peculiarities (such as 

sinking of a vessel for a global logistics corporation). 

To be mentioned that failure to comply with 

applicable laws and regulations, resulting in service 

interruption, reputational damages, litigations, criminal 

investigations could be considered in scope. 

MRC Methodology 
Definition of scope 
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Both processes are outlined during the ‘To Be’ phase 

and finalized during the implementation phase 

 

The classification guideline and the evaluation 

process is aimed to define when an incident should 

be classified as “crisis”. This rule should be tailored 

on existing processes in order to avoid 

misinterpretations and gaps in case of crisis. 

 

The incident notification and escalation shall be 

streamlined to identify key owners and gates. 

MRC Methodology 
preliminary incident evaluation and 
escalation processes 

Example of tools 
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The core and engine of any CM Program is the CM 

Team. An outcome of the ‘To-Be’ phase is the design 

of one or more options about members to be part of  

the CMT, their roles and all tools needed to support 

them. 

Team members could be senior representatives from 

key staff functions and business lines. The CM team is 

often chaired by the most senior executive. Corporate 

Security is frequently requested to provide the Crisis 

Manager, in charge of operations. This should be 

confirmed or changed in this phase. 

The CMT members could be provided with a  “Crisis 

Management Handbook” supporting the decision 

making process. Also RACI matrixes and 

stakeholders map are key working tool, to be 

periodically refreshed, that could be created during the 

Implementation phase for the specific support of the 

CMT.  CMT could also take advantage of specific tools 

and facilities (“War Room”), needed to allow two-ways 

communications and secure  operations. 
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MRC Methodology 
Crisis Management Team 
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Crisis Communication should be part of the 

exhaustive Crisis Management Program, but 

role and extension of the Crisis 

Communication plan should be defined taking 

in consideration business and organization 

characteristics. 

Crisis Communication could be delegated to 

the internal Communication function and/or 

to external communication specialists. 

However, the Crisis Management team should 

be provided with sound  communications 

guidelines able to direct the internal and 

external communication process. A 

stakeholder map should be in place to cover 

all possible recipients and fine-tune messages 

taking in consideration all different needs. 

Social networks may be included in this 

Program. 

MRC Methodology 
Crisis Communication 
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